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Abstract


This article makes a point not to compare theoretical ways of developing software or making specific recommendations for large. medium, or small projects but instead gives two simple rules for what perfectly secure software should be:
" 1 Given any input, always produces the expected output.

2 Never allows the user to input wrong data or to misuse the program."


The paper asserts that if this utopian goal of software design could be achieved there would be no vulnerabilities and exploits, but this goal is impossible to achieve because of real-world constraints like deadlines and changes in software requirements as well as the sheer amount of code that even a medium sized project can generate.

The author also suggests that many security vulnerabilities stem from a basic user interface problem; that humans and computers "think" in very different ways and it is very hard for programmers to create a UI that people with different backgrounds and levels of education will all be able to understand, which can lead to users intentionally or unintentionally creating bad input. While a developer might be tempted to blame a user for unintentionally creating bad input, the developer should try to create a UI that encourages the user to create valid input as often as possible. 

In order to create more secure software the author has two recommendations. The first is to make sure that you have control of the data. Input from users as well as other program components should be checked and parsed for validity. Any data that contains non-allowed characters should be rejected. The second recommendation has to do with program flow. The author believes that many errors come from if then statements that lack an else condition. Statements that lack an else condition can put a program into conditions that are not expected.
