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Abstract


This paper is a compilation of best practices from software development practitioners that aims to provide a set of reasonable and implementable rules for developing secure software. These practitioners are from several different major software vendors and span a wide array of development environments - web applications, database, embedded, etc.  They separate the development cycle into requirements definition, design, programming and testing, and give advice of how to create secure software at each stage rather than worrying about it as an afterthought.

In the requirements definition, they suggest that the security requirements for a specific product release be formalized, with threats to intellectual property, sensitive or personally identifiable data, code integrity, and other security concerns identified and prioritized.

In the design phase of the software development cycle, they recommend that software designers use a threat analysis approach, which attempts to determine ways that software may be attacked, with some practitioners developing "misuse cases" to determine how hackers may attempt to break into a system. This method is contrasted with using static source code analysis which can only detect errors in code after they are already written, while a threat analysis attempts to prevent errors before they are committed.


The authors also provide many practical suggestions for actually coding a program. The paper notes that although C/C++ are particularly vulnerable to buffer overflows, they are commonly used, powerful languages and give advice for how to use them safely. They advise minimizing the use of unsafe functions like strcpy and other functions relating to string handling which can commonly cause buffer overruns. They also advocate the use of newer compilers which have built-in buffer overrun defenses.

They also briefly discuss validation of input and output, the use of anti-cross site scripting libraries, the use of canonical data formats, the proper way to handle dynamic SQL statements, the proper use of cryptography, and the use of logging and tracing and provide links to resources where one can find out more about those subjects.


During the testing phase they recommend a relatively new technique called fuzz testing, which basically throws intentionally malformed data at a program to see how it responds. They also advise the use of third party penetration testing and the use of automated testing tools.

