Daniel Warner

Lab 5 – Investigation of an Incident

A. Purpose

To practice intrusion detection methods on a test server.

B. Materials

For this lab we are using VMWare workstation running a Windows server machine that has been set up as a test target running Microsoft IIS. I used Backtrack 3, a custom Linux distribution designed for security testing which contained Nmap, a network port scanner. I also used a Windows XP VM to run mIRC, the IRC client that I used to contact the target server as well as the remote desktop client built into Windows XP.

C. Procedure

After setting up the target virtual machine,  I started another virtual machine running Backtrack 3, the popular Linux distribution that comes with security and forensic tools already installed. The most obvious method of probing the remote machine was with a port scan. I used nmap set up with an agressive scan to test all ports on the remote machine. Here is an excerpt from the results of that scan

Interesting ports on 192.168.32.131:
Not shown: 1703 closed ports
PORT      STATE SERVICE       VERSION
21/tcp    open  ftp           Microsoft ftpd
80/tcp    open  http          Microsoft IIS webserver 5.1
|_ HTML title: Site doesn't have a title.
135/tcp   open  msrpc         Microsoft Windows RPC
139/tcp   open  netbios-ssn
443/tcp   open  https?
|_ HTML title: Site doesn't have a title.
445/tcp   open  microsoft-ds  Microsoft Windows XP microsoft-ds
1025/tcp  open  msrpc         Microsoft Windows RPC
3389/tcp  open  ms-term-serv?
5900/tcp  open  vnc           VNC (protocol 3.3; Locked out)
6666/tcp  open  irc?
6667/tcp  open  irc
31337/tcp open  Elite?

We would expect to see port 21 open because this is an FTP server by design. Ports 135,139, and 445 also make sense since this is a windows machine that may be sharing network services on the LAN. I would not expect to see port 80 and port 443 because this machine was not said to be a webserver, however I am not too familiar with Microsoft's IIS and it seems plausible that they are turned on by default and perhaps left running by an inexperienced administrator. To see if this was indeed the case I pointed my browser to 192.168.32.131 both on port 80 and 443, but was given only the default "Under Construction" page that IIS seems to put up if it is not provided with any HTML files.

However the rest of the ports are troubling. Ports 3389 and 5900 are both for remote desktop connections which could be used for administrative purposes as well as backdoor access to these machines. Ports 6666, 6667, and 31337 are especially problematic and indicate all on their own that this machine has probably been compromised. A quick search on port 6666 shows that it is commonly used by malware called Darck Connection Inside that allows for remote access to an infected machine. Port 6667 is the default Internet Relay Chat (IRC), commonly used as a chat service and command and control communication for hackers. While IRC does have legitimate uses, it has no business being on a corporate FTP server. Port 31337 is tagged as Elite? by NMAP and also has no business being open on this machine. While port 31337 is the default port for Back Orifice, NMAP did not detect the service running behind that port and so having it open may just be a playful way of saying that this machine has been compromised.

A this point it is pretty clear that the machine has been compromised. Even without touching the machine to see what might be running on it, it is clear from its open ports that something is wrong with it. However, it might be interesting to determine more about how it has been compromised and why. My next step in the investigation was to see what was on the FTP server. I attempted an anonymous login and was allowed access. Figure 1 shows the results.
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Figure 1 - The Contents of the FTP server

The FTP server contains netcat.exe, which I immediatley recognize as a common hacker/administrative tool that can be configured to create a backdoor on a remote machine. A quick Google check shows that Poison Ivy is a remote administration tool also commonly used by hackers. This is good evidence that the machine has been hacked.

Next I decided to log into the IRC server running on the target machine to see if there was any activity. I downloaded the mIRC client and directed it to the appropriate IP address. I was able able to log in successfully and I used the /list command to see if there were any users online and found one user in a channel called #chat. I went into that channel and found a bot called @mybotDCC that was announcing files available for download. Figure 2 shows the results.
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Figure 2 – mIRC connected to the compromised server

D. Results 
The IRC chat log tells the whole story. The machine is being used as an IRC server to distribute illegal copies of movies and software - a big liability for a company that clearly needs to be fixed. I am not sure how this machine has been compromised, but it is possible that the hacker was able to upload something into the FTP server that was able to take over the machine since it is an older, possibly un-patched server, it is possible that some vulnerability would allow that to happen. 

E. Discussion

The next question is how to clean up this computer. I discovered that one could connect to the compromised server by telnet to port 6666 which would result in a command line prompt. This is presumably to allow the hacker backdoor access to this machine. Since this backdoor has complete Administrator access to the machine, it could in theory be used to gain entrance into the machine for clean up. As a proof of concept, I used the Net User command to change the Administrator password on the target FTP server to P@ssw0rd, then attempted to login using Microsoft’s remote desktop client software. I was able to login and get a graphical user interface with Administrator access to the system. In theory I could now download anti-virus or rootkit detection software in order to clean up this machine. 
However if this were a real situation, I would not feel safe going that route. Although modern anti-virus software works well, I am not convinced that any one program can detect all malicious software that may be on a system, especially one that was as easily compromised as this machine. I think that the best option here is to take this computer off the network and rebuild it from known good sources. I would also take some time to determine the best way to set it up. If it is only going to be used as an FTP server, I would disable the IIS web server that was left on previously. I would try to enable as few services as possible. If file sharing is not needed I would disable it and close the ports associated with it. I would also disable the Microsoft Remote Procedure Protocol (RPC) unless it was truly necessary for this server. The RPC protocol has had significant exploits in the past – the recent Conficker worm spreads using a bug in RPC for instance, and there is no reason to think that all the exploits have been found and patched. I would also examine the use of remote administration tools. This machine had VNC and Microsoft Terminal Services running. Remote desktop servers can be quite useful for remote administration, but they also create a big vulnerability. If either of these were compromised they could have allowed the hackers to install the software that was found on this machine.
