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IS 3523
My home network has had a significant event(s).  I use my network for internet access so I can access web sites and read email (remember my SBC email account).  I am not sure whether this event(s) should cause me concern or not, but I was lucky to be running Wireshark when the event occurred.  I will email you the Wireshark capture file so you can analyze the capture file and tell me what occurred during the internet access session..
1) Open the provided capture file using any tools you see fit
2) Perform an analysis on the captured traffic. Some things you should consider are the following(not all of these happened and may not be all inclusive either):

a. How long did the session capture last?

b. How many packets were captured?

c. How many bytes were captured?

d. What protocols were observed?

e. When did the bulk of the data get transmitted?

f. What caused this transmission spike?

g. Were any ISP sites accessed? If so which ones? What accounts?

h. What is the name of the host computer? Its IP address?

i. What Operating system is it using?

j. What does the local network look like?

k. What device names are on the local network?

l. Did I access any other computes on the local area network?

m. Are any other devices on the network?

Provide a lab report which will includes the answers to the questions above and an analysis of what actually happened during the network session. Identify the key events and either prove or disapprove that a malicious event occurred. 

When referencing the answer to questions or providing proof of your analysis it might be helpful to reference the actual packet number that proves your point. 
GRADING:  This project is worth 100 points.  The grade will come from your paper, and supporting documentation.  Papers which are clearly organized, referenced, describe the sequence of events and subsequent analysis, and provide sound conclusions based on the presented analysis/evidence will be graded higher.  

NOTICE!! Help Policy:  The lab is individual effort only.
Late Policy:  There will be a 20% penalty for each day that the lab is late without prior coordination with the instructor.  
