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GOAL:   Load SNORT on your home machine or use SNORT in the computer lab.  Install SNORT in your home environment and use it to monitor an active connection for at least 30 minutes.  If you cannot successfully load SNORT at home (or do not want to load SNORT on you home environment) use the WinSNORT version in the security lab. Prepare a report covering your experiences loading SNORT and monitoring your connections. Report should include proof you successfully loaded and operated SNORT.  If no alerts are being generated on the connections initiate some active connections (and change your alert file if needed) to generate alerts.  Include any observations regarding the tools you used to generate traffic as well as any additional tools you may have used other than the tools listed above.  Remember, monitor your connection (at home or in lab) for 30 minutes.
GRADING:   This small project is worth 75 points.  The grade will come from your paper, and supporting documentation with the paper.  Papers which are clearly organized, referenced, describe how you loaded and operated SNORT will be graded higher.  

COLLABORATION POLICY:  No collaboration allowed. The work on the project and subsequent paper will be an individual effort only.

TURN-IN REQUIREMENT:  The paper will be due Wednesday, 24 February.  Papers will be 4 to 6 pages in length(single spaced). The title page does not count as one of the pages for the report. The bibliography will not count as one of the page requirements. Appendices will not count as one of the pages for the report.  All references will be properly cited throughout the paper.  A hard copy and electronic copy of the paper will be submitted for grading. Please make sure your name is on all items submitted.

LATE SUBMISSIONS:    A late penalty of 20% per day will be assessed for late submissions.
.

